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(54) METHOD FOR PROTECTING DIGITAL DATA BY DOUBLE RE- 
ENCIPHERMENT, AND DEVICE FOR THE SAME 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a method and 
device for surely carrying out re- encipherment. 
SOLUTION: Re-encipherment is doubly carried out, using 
not only an incorporated fixed key but also using an outside 
variable key. For the order of usage of a cryptographic key, 
the ordering includes the variable key being used at first, and 
then the fixed key being used in one way, and the fixed key 
being used at first and then the variable key being used in the 
other way. As execution configuration, there are the cases of 
software, of hardware, and of the combination of these 
software and hardware. For the hardware, hardware using the 
incorporated fixed key developed for a digital video is made 
available. In the case of software, enciphering/decoding is 
performed in an area below a kernel part which cannot be 

used by a user, so that the safety of a program and a key to be used can be ensured. That is, the 
enciphering/decoding is performed by a filter driver within an I/O manager, a device driver being a 
disk driver/network driver, and an RTOS using HAL. Although there are two fiher drivers with a 
file system driver interposed, they are both made available, and moreover, it is possible to use both 
of them. 
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[0 o 6 5 ] ia4tc^$n/c®3lliifeMrts. yyh'i? 

T fc J: 59 ^f tons :a > t:' ^ ^ 3? J: Si1^S|5"SJS«7^^ 

r y T;i'^'<AOSfcj:f:)tftonSo ccoia^cfci^r 5 

:a > t° ^ - ^ 6 (Z) tli:tr ^a^T S ^ X 
8t3:^v^^;L'fcfT':tf'-/X^ (DVD) RAM$>i>mt 

[0 0 6 6 ] ^f^U-T^^ >^^i^XxA5 I i^:i-1f^I 

>^^>'X7"A1f-bXgB5 2. 
XT^Atf-bXAP I g[55 3, #:x--tf^Il«Jr^)S:^- 
^^;l/5 4gBSt>HAL 5 5;0:>6)«^$n. e^X-rAt^- 
eXAP I SP5 SU^^U-f- ^ >^^>'X7^A1f-b^X 
gB5 2 i;^7-^^;l/g|55 4CDPHltCiaS$nr . t^U—T 
^ >^t^X7^Ai^-b XgP5 2 i:^/-^Wl'g|5 5 4*#/r 
f SSfiJ^WcUrfcf:). HAL 5 5ti^^U-7^'f > 
^^v'Xt'AS OCD^TIS^ClHgSn. y:? F »?xT3&^?> 

[0 0 6 7 ] :^-^U-7^^ >^^i^X7^A1f- t:Xg|35 2 

CiT:7'y ^-e>'3>5 9, ify^^x^Ae oRo^-fe^^^ 

y 7" f it y vx T^A 6 1 5^)^ ^mf& $ n . - -tvJbgE 5 4 

CiffiS^tcDv^^^n;^7-^;l'^i^^-;U6 2 . 6 4&tJf;^ 



50 6 2 &SX^>^:x-y SfJ53ii^*CD^X^ = 
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[0 0 6 8 ] I yommm%^^^T&^^ ^V2tf-:^J\y 

5 chT^^ j:^^ F^-r^^e 7. :^ h F "5^ -l^^'^^ 

6 8^cof'v'"^-Y>^ F^-Y^^iC0FHlfCikJ^^CC|x:;Dt:JfA3 

[0 0 6 9 ] ::i>e^-^fCj:-SmPn^Si:^Bt-^4b 10 

(Z)3?x^fcffi5feLTfflrtc^H^L/cyT;i'^>r AOS (r 

TOS) t,cj:K)nt>ni>. 

)\^m±:imm. f cat w mm. 'fv^)vmmm 

-^«Ki%fflc^rBf^ib^nr. ci=e (m, ki) ffi 

Bg^MKl^lrffll^T^t'^U-'r-Y >^^>XT*A-9'-t;x 
M=D (CX Kl) 

[0 0 7 1 ] #ffS^5i:05^c3tlfc^-§-ffc7-'-^M3&^T' 30 
s;'^rjL't:'7''::^-f"^Xi7 (DVD) RAM*«)t,^B^N- F 

C\ HA L 5 5 tCteli-CiS-^ft7'-^fM555®tljatl(;cSBi 

C2=E (M, K2) =E (D (Ci Kl) . K2) 

WBi-^f t7^- C 2:^-€-©rt«H^il^5^Hf b/a^ 40 

C2-0=E (C2. KO) =E (E (D (Cl. Kl) . K 
2) . KO) 

[0 0 7 2 ] WWBf-^|b7=^~-3JC2-0/55BWffl3tl€.Jl 

^ L rtejt § ti/cBBf-^ibT^- 3? c i-^tmmm 
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^Bt-^K o^ffltirsa-^^bS 

C2=E (C2-0, KO) =D (E (E (D (Cl. K 
1) . K2) . KG) 

$ 6 lm%mmm^n^^\:./'<».^\\m^^M~t ^. h a 

- 3? Cii [al D 4 1 i BBf -^i b7='>^ ;V f"- ^ c li 
2^fflt,^-Cll^ib§n. 

M=D (C2, K2) =D (E (D (Cl, Kl) , K2) 
[0 0 7 3 ] y T;b^-YAOStiffi(Z)^TCD37X^?(Cff 

s ^ 5 8 cc ffiff ^ I ^ mm^ S C i pJtg 
[0 0 7 4] a/c. ^'fgB^^^t^^zl^6^c^^ffl$^l. f^ik 

[ 0 0 7 5 ] IM5tC7j^3n/c^4 HlffeMrt^. v:7F'^ 

:^TK<t:K> nt>n?> :a > t:° - ^ &c J: s^^gB^^^::^S; 

[0 0 7 6 ] y^J\^diY'y^^^^mA^tiXl>rj:{,>lX 

0. T^vw;^ F^-Y^^7 1 :^«gsnt:*QD .. ^^^tci^; 
^rs Vy-^^^^l 0 ir^Vs-zx F^-f>'^7 1 tcom^cy ^ 

[0 0 7 7 ] Cti6cD:7-Y;l/^ F^-Y^^6 6A;aD^:7^ 

Ki6\.^xunmnit/nm^imm&nm^m<Dmm^ 

V f F^-Y^^e 6 Ahi>v^{xy ^ F^-f ^'^e 6 

[0 0 7 8 ] y ^Jl^ 4^m:i-^^m^i'^V^^:t 
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> fc:° - ^ tC-^toiiTftia^SM-r -5 C <b J&^—^gW^Ctf 

[0 0 7 9] coct^mmbr:. m4mmmr:uwm 

[0 0 8 0 ] 02O»l^j^i?IJ(Z)ig'^i|^;^tC, "fl^^ lo 

#SKi^fflivr0i-^itsnr. 

Cl=E (M, Kl) 

/cBf-^^Kl^Ml^T:t-^U-T'^ >^e^-X7"A-tf-t^ 20 
M=D (CX Kl) 

[0 0 8 1 ] mi'¥m^mt^^J:^in?cmmtf-^Mi^7' 
>^^^;^K■7^'s^7=^-^ Xi? (DVD) RAM^)■g.t,^a>'^- F 

C2=E (M. K2) =E (D ( Cl. Kl) . K2) 

C2-0=E (C2, KO) =E (E (D (Cl, Kl) , K 
2) , KO) 

HWBf br- f c 2-oi L x^mmm 5 s tcg#* ^ 40 

[0 0 8 2] SSBt-^^b7"-3?C2-a*^WWffl3nS» 

C2=E (C2-0, KO) =D (E (E (D (Cl. K 
1) . K2) . KO) 

n^m tT'-^c 2mMn^ ty^i^^'ji'f^-^'ciiiiiG^ 50 
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t ^ BBf-^^ tf'i^ ^? 7^- C li a^£ SSSSfC J; 
a 42 > 3? - 6 L fc^^SPpJ K 2 ffl I i T il^ 

M=D (C2, K2) =D (E (D (Cl, Kl) , K2) 

[0 0 8 3 ] :7 F^^'^^t^ I /oea^>^:^--;U 

[0 0 8 4] ^/c. mmmmtvj^^ci^m^ti. i^m 

X T tc j: D ntyti^ > ^ - ^ J: ^if-^-^^^my^^ 

-;b6 4^c-^sns^-Y F^-^^^5 7S^'^^ F y 
F^^'^^e 8tc*5C^rtft)ti'5o 

[0 0 8 6 ] mexmmLtc<i:^iic^ lyo^m^-f^ 

p ;^ - ;^ ^ ^ - ±{imil;^^ 6 Tiimm r ^ 
;l'>';^T'A F^-f^^6 9. cpr^l F^'Y-'^Y 0. r^>^^V;^ 

X F ^ >f 7 1 r *>mp pj^^TJiCBf-^^ t/a^ 

[0 0 8 7 ] m2(Dmimmm<Dm^tmm(fC^ ^t^^ 

ab^i^t^DVD, CD mco f'j ^ }\yuumit^c X ^ 

-^KKi^fflivrBf^ft^nr. ci=e (m, ki) ffi 

7^- ^ C liM^c 5>SS§Cc J: J9 > ^ 6fflfft S kxfc 
Bf-^ gi K 1* ffl I ^ T :t ^ - 7^ > > ;^ A if - fcf 

M=D (CX Kl) 

-So 

[0 0 8 8] m{'^M'^Wii''U^^r(cMM\\^'f'-^ym'f 
%/^)\^\^'fdi^'f aT.^ (DVD) RAMafeSti«/^- K 
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- ^ C li 13) D «lSg* a t, ^ B Bt#^ t r i> 3? ;U 7^ - C li 

C2=E (M, K2) =E (D (Cl, Kl) , K2) 

-^^t^n. 10 

C2-0=E {C2, KO) =E (E (D (Cl, Kl) , K 
2) , KO) 

nmmitT"- n c 2-oi L xmrnm 5 s tc^s ^5 ^ 

[0 0 8 9] SSHf-^^tT^-$^C2-0;^^SfiJffl§n-g.i# 

-^fcK, mwmi^i^p>m^lii$rltc$}^>i.^t:^^y bv-' 
C2=E (C2-0, KO) =D (E (E (D (Cl. K 20 

l) , K2) , KG) 

6 8-C*-2.7^/^'-^'X F^-f ^-<7 1 CCfclsrBa-^'ftf'- 
C 23«)^Bf -^{tf^i^ r^? JUt' - C li lal GS8S$) C HSBf 
-^l bf'i? jI't"- C li S^c aSgJc J: D SH2 > 3f - 

6 0 fc^m^^m K 2 ^ffl c T m.m b $ n . 

M=D (02, K2) =D (E (D (Cl, Kl) , K2) 

[0 0 9 0 ] r-V^-Y:^ F^-^^^^t^. :t-^U-7^^ 30 

7" A^fgffl-r -2) n > ^ - ^ tc-^i^ii-r 2) I ^ 

[0 0 9 1] COOz-^J^cCv^aWX F^-Y^^CCSBf-^/S 
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Js5. 5?fSI5Bj^^Mt>/cUrBi-^^b7'"a'©»K4tT^> 
[0 0 9 2] ?t-gPBj^B|7]it>JClgfflSn> 1^)1 

Bg-^{ - ^? * * <b 5S:^(c ^se-r S c i tc 2, , 

[0 0 9 3 ] C(Dj:'yiCy'iy^)ly^-ii(Dm§^ityn 



1=1 



■5c i /Sir* -5 „ 

[0 0 9 4] Lt^L. T'tyiDlyr'-iiicmJiiinftytitc 

[0 0 9 5] ^coj: ^ t^m^^at. ^xo^f-^^^oy 

mmmmmmm (v^^r-^-) ^m^^xm^mt 

[0 0 9 6] ifefc. ^©ift^vx ^-+-5:Mt,iTSBt 

tcFH^ u , fsff * s t ^ um.mmm snxi>i>ct 
=s:mmt i> nntf^fi snxi>?>r'iy^}i'r-"^(Dm^ic 
«cns xccm^fcmmmxmmhtcyjmiiz/mm.icj: 

[0 0 9 7] i'fg|3nrS»K2»f6Jffi^*if33lLr<fiffl$ 

iT,i>tni^tixL>^^fm.m^^?>. -eoi^^cit^tc 

t*. - 1 8 5 4 4 8-^<2:fB(cai'^6nfcJ:^i(C 

[0 0 9 8] * /c. ^^©fcd&Kl K2, KoCJMi^C'S 

[Hm©ffi#^ciiB^] 

[m 1 ] U^UMStiXi.^^-^ h h ->:7*=f;'->i'X© 



[03] -fe f h h f X tcilffl L/ fc<D:^mMM 2 

jlSiM©itS«^Ho 

tc^mnm s *sfiw©«it««^ia= 
tc^^mm 4 ^)KgM©«!ts«^H„ 

[06] *f6BJSl4Sl»J©i¥fflifel^HJ0„ 
[07 ] />*-y:f-;Pa>f;i"^t?:ffllifcSgK®fflL/ 
fc*^BJ^ 5 ^JgM©flS«figia= 

1, 11, 3 1 Bf-^fbf^-^? 

2, 12, 32 iz-ybhy y'^t^ -y-flT. 

3 , 13, 33 mnit:xx. -y h 



4 , 14, 34 -y :^ y' U gsci 

5 , 15, 35 f^mm^mfy^mmtxm.mt:i^ -y 

6 , 2 0, 36, 4 1 ffHf-^'fb:!^ f h 
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H 6 0 t?-:? VXxA 

6 1 -fe^^ y if 

jr^'^^h 6 2, 6 4 ^\2ij^:^.jl^Zy:x^)V 

6 3 X7-^-;l/ 

6 5 I /ov^^--::;?i^ 

6 6, 6 6A, 66B y ^ )V ^ ^ 
10 6 7 F^-Y^^^ 
6 8 h •^-^ F-^-f 
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